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Abstract

In July 2024, Bangladesh witnessed a historic, student-led up-
rising where social media became both a tool of mobilization
and a site of repression. While surveillance is often framed
through Bentham’s vertical Panopticon model, our study ex-
tends the discourse on lateral surveillance. Drawing on 23
interviews with protesters, activists, and digital organizers,
we examine how lateral surveillance operates within a po-
litical movement in Bangladesh, where discipline is enacted
not only by the state but also through peers, kin, and intimate
social ties. Participants described living under constant fear
while also developing creative strategies of resilience, from
improvised encrypted systems and panic deletions to cultural
tactics like satire and hidden speech. We contribute to security
and privacy literature on activism by highlighting the need
for designs that strengthen safety, anonymity, and collective
resilience in fragile and repressive contexts.

1 Introduction

On 5 August 2024, Bangladesh witnessed the resignation of its
long-serving prime minister following weeks of mass student-
led protests. Sparked by the reinstatement of the quota system
for government jobs, the movement quickly escalated into one
of the largest youth uprisings in the country’s history [110].
Social media became the frontline of mobilization, where
people shared memes, news, and updates [62, 108], however,
it was also the key site of repression, where activists faced
censorship, surveillance, and harassment [22,119]. These dual
dynamics turned platforms into both enablers of collective
voice and infrastructures of fear.

Globally, scholars have shown how digital infrastructures
simultaneously empower and endanger activism [92]. In
many countries, infrastructures often amplify collective ac-
tion: the Black Lives Matter movement leveraged livestreams
and hashtags to draw visibility to racial injustice, coordinate
protests across multiple cities, and sustain public attention
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over months [35,79]. Similarly, protesters in Hong Kong’s
Anti-Extradition Law Amendment Bill (Anti-ELAB) move-
ment relied on encrypted apps to coordinate securely and
evade police surveillance, illustrating how infrastructures can
enable both scale and secrecy under pressure [66]. These cases
highlight the enabling potential of platforms for organizing,
broadcasting, and sustaining dissent. In the Global South,
however, infrastructures that enable resistance are also fragile
and easily weaponized. During Myanmar’s Spring Revolu-
tion, repeated internet shutdowns slowed communication and
fractured organizing capacity, leaving activists isolated from
each other and the global public sphere [48, 100].

Besides, in Iran’s “Woman, Life, Freedom” uprising, ac-
tivists navigated both digital censorship and lethal repression,
demonstrating how online risks often escalate directly into of-
fline violence, creating a constant atmosphere of fear [88,97].
These cases illustrate how infrastructures in the Global South
collapse the boundary between digital platforms and everyday
survival. Bangladesh’s July 2024 uprising adds to this land-
scape, demonstrating how infrastructures can both accelerate
mobilization and fragment it through targeted surveillance
and blackouts.

Surveillance is traditionally framed through Bentham’s
Panopticon (centralized visibility) [19, 104] and Foucault’s
notion of self-discipline under the possibility of being
watched [123]. While influential, these perspectives empha-
size vertical, top-down control [105]. The second generation
of surveillance scholarship gradually deviates from panop-
ticism to conceptualize surveillance as a decentralized, net-
worked ecosystem [44]. The post-panoptic notion of “surveil-
lant assemblage” represents a mesh of different modern tech-
nologies (e.g., social media, CCTYV, etc.) working together to
monitor and track individuals [37]. Moreover, lateral surveil-
lance — the act of ordinary individuals monitoring one another,
often using digital tools — further advances the understand-
ing of surveillance in today’s world [9, 10]. Our study joins
this modern discourse on surveillance by showing that during
Bangladesh’s uprising, surveillance also operated laterally,
enacted by peers, family members, and neighbors alongside



state monitoring. In this sense, surveillance was not contained
in a tower but diffused across infrastructures, laws, and in-
timate social ties. In many ways, this diffusion pattern is
contextually different from the concept of lateral surveillance
in the existing literature [9, 10], and we extend the discourse
on lateral surveillance by focusing on the recent political
movement in Bangladesh.

In this paper, we draw on 23 in-depth interviews with
protesters, activists, and digital organizers in Bangladesh to
understand how surveillance and censorship were experienced
during the movement, and how participants responded with re-
silience. Our study highlights two dynamics: first, how surveil-
lance extended laterally into families, peers, and social ties,
blurring the boundary between state power and citizen en-
forcement; and second, how participants developed creative
strategies to sustain communication and resist censorship un-
der extreme risk. From this, we ask:

* RQI. How did participants experience surveillance and
censorship during the July 2024 Quota Reform Move-
ment in Bangladesh, and in what ways did these practices
extend beyond the state to involve peers, family mem-
bers, and social ties?

* RQ2. What strategies of digital resilience and resistance
did protesters develop to navigate censorship, internet
shutdowns, and fear?

By addressing these questions, we make a threefold con-
tribution to security and privacy literature on activism and
political movements. First, we identify a new threat model
where intimate ties relay state pressure into the home during
a movement. Second, we describe a catalog of novel, in-situ
defensive practices during a nationwide crackdown. Third,
we propose design directions for coercion-based threats that
Global North protections do not address. Taken together, our
work joins the growing body of security and privacy schol-
arship on protecting the digital rights of at-risk protesters in
different parts of the world [25,48].

2 Background and Related Work

In this section, we situate the July 2024 Revolution within
the broader context of works on social movements and digital
infrastructures. Rather than treating technologies as neutral
tools, we follow scholarship that frames infrastructures as
structural actors that can amplify, suppress, or redirect resis-
tance [54,55].

2.1 Bangladesh’s July 2024 Revolution

The July 2024 Revolution in Bangladesh unfolded through
sparks, accelerations, frictions, and surges. It began on 5 June
2024 when the High Court reinstated the freedom-fighter

quota, sparking protests at Dhaka University and other cam-
puses that drew national attention through television [3]. Mo-
mentum accelerated on 14 July as private university students
joined and Facebook amplified memes, satire, and livestreams
of police brutality despite repression [14]. On 15 July, at-
tacks by regime-aligned groups and security forces forced
protests into the streets [58]. Friction emerged on 18 July
with a sweeping nationwide blackout that simultaneously cut
broadband, mobile data, and all major social media. Crucially,
this was phased, not a single disruption: broadband returned
selectively on 23-24 July, mobile internet on 28 July, and so-
cial media only on 31 July. By 4 August, the surge peaked as
hubs like Shahbagh were paralyzed amid the deadliest clashes
of the uprising [95]. On 5 August, the regime collapsed, with
senior figures fleeing abroad [120].

Digital Momentum

The revolution also demonstrates how infrastructures
shaped the pace and scope of collective action [78]. Earlier
uprisings in Bangladesh leaned on print and cultural media
such as songs, plays, graffiti, puppetry, and satire [40], but
in 2024, digital platforms transformed mobilization into a
rapid cascade. This digital orientation reflects broader media
habits among Bangladeshi youth, over 70% of whom identify
social media as their primary source of news [106]. There-
fore, what began at Dhaka University quickly surged once
it reached Facebook, the country’s dominant platform [14].
Memes, satire, crackdown footage, and testimonies circulated
millions of times, drawing national and international atten-
tion [62]. Figure 1 provides a timeline of how these infras-
tructural dynamics unfolded.
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Figure 1: Timeline of the July 2024 Revolution in Bangladesh,
illustrating the cascade from initial spark to outcome.



2.2 Momentum Across Global Contexts

Social movements have transformed dramatically over time,
and social media enables them to gain momentum faster than
ever [27]. On the one hand, robust connectivity and device
access allow movements to leverage visibility tools (e.g., hash-
tags, viral campaigns) [63]. On the other hand, these same
infrastructures expose activists to algorithmic suppression,
harassment, and surveillance [41]. In particular, if local infras-
tructures are fragile and contested, weaker access and strong
political control make digital systems prone to shutdowns,
censorship, and direct weaponization by authorities.

Recent scholarship demonstrates that governance extends
beyond direct coercion. It can function as “social control”
through prestige and reward systems [47], and can also op-
erate when the state encourages citizens to denounce one
another [20]. These dynamics align with Chriss’s concept of
“informal social control,” where the state harnesses daily inter-
actions to transform personal disputes into a mechanism for
broader order [33]. Such control is most effective when overt
authority is less visible, as individuals internalize powerless-
ness and self-regulate themselves [72]. In China, this logic
appears in state—private surveillance collaborations that serve
national goals of security and social stability [32]. However,
evidence from high-violence contexts shows that governance
beyond direct coercion depends on perceived legitimacy: fear
and consent often coexist, complicating the translation of
authority into voluntary compliance [61].

The digital infrastructures often act as accelerators of visi-
bility and coordination. Occupy Wall Street used social media
and livestreaming to broadcast the movement and constitute
itself as a collective actor [2]. Protesters in Hong Kong’s Anti-
Extradition Law Amendment Bill (Anti-ELAB) movement
utilized encrypted platforms like Telegram and WhatsApp for
coordination, while livestreaming on Facebook and YouTube
to increase visibility [6]. Research shows that expressive uses
of social media, such as sharing political content or connect-
ing with activists, are strong predictors of both attitudinal
support and street participation, as seen in the Hong Kong
Umbrella Movement [69].

The Arab Spring revealed that while structural grievances
such as unemployment and corruption were decisive, digital
tools amplified dissent and accelerated coordination once up-
risings began [73]. Similar patterns are evident in Bangladesh
and beyond: platforms help sustain protest during quiet peri-
ods, speed up coordination when action begins, and diffuse
discontent across networks [122]. Social media thus operates
less as a neutral tool and more as a velocity engine, reshaping
the rhythm of collective action. Besides, the #MeToo move-
ment turned personal testimonies into collective accountabil-
ity [31]. Black Lives Matter (BLM) — after George Floyd’s
killing — exemplifies these dynamics: livestreamed videos
shaped debates on accountability [16], while the hashtag
#BlackLivesMatter was used 47.8 million times in less than

two weeks, turning online visibility into global solidarity [8].
As many attendees were novice protesters, the security and
privacy advice given to them has been investigated extensively
as well [25].

In many contexts, the digital infrastructures reveal fragility
and friction. Myanmar’s Spring Revolution was slowed
by repeated internet shutdowns, forcing activists into ICT
workarounds [48]. These internet shutdowns affect both lo-
cal and diaspora communities, resulting in cross-border hu-
man rights violations [115]. In Sri Lanka, the #GoHome-
Gota2022 hashtag accelerated dissent and contributed to lead-
ership change [96]. The Arab Spring illustrated how platforms
could ignite uprisings but also entrap dissent under authoritar-
ian surveillance [7]. Recent scholarship further points to the
expanding role of military-driven digital surveillance in semi-
authoritarian regimes [87]. Iran’s 2022-2023 “Woman, Life,
Freedom” uprising showed how activists used digital counter-
appropriation despite lethal repression [91]. Bangladesh’s
2024 Gen Z-led uprising amplified student protests into a
nationwide mobilization [14]. In Indonesia, protests over par-
liamentary allowances escalated into violence, with the gov-
ernment labeling unrest as “terrorism” and deploying the mil-
itary [113]. During the recent pro-democracy movement in
Hong Kong, doxxing — the act of deliberately seeking and pub-
lishing targets’ personal information without consent — has
emerged as a widespread practice [68]. A recent study with
Canadian police officers reveals that not only the protesters
but also the law enforcement officials are subjected to doxxing
as a form of harassment [57].

Our work is informed by these studies, which reveal that
while digital infrastructures often act as stable accelera-
tors of visibility, they could also become fragile engines,
vulnerable to shutdowns, censorship, and capture. Against
these backdrops, it seems reasonable to deeply investigate
the technology-mediated July 2024 uprising in Bangladesh,
which displays accelerators (memes, livestreams) alongside
frictions (blackouts, censorship).

2.3 Surveillance, Censorship, and Local Resis-
tance

2.3.1 Freedom of Expression and Resistance

States adapt quickly to digital protest dynamics, deploying
shutdowns, censorship, throttling, surveillance, and disinfor-
mation to impose a drag [41]. When states attempt to suppress
dissent, activists improvise technically and culturally. VPN,
encrypted apps, and burner accounts coexist with memes,
satire, and coded speech [86, 94, 124]. Beyond explicitly
technological responses, research also documents non-digital
counter-surveillance practices, including low-tech defensive
tactics [36] and embodied, everyday surveillance from be-
low [17].

Activists across contexts demand safer, more transparent



platforms [75,99], yet algorithmic opacity, hate speech, and
misinformation weaken their ability to organize support [74].
In Bangladesh, repressive laws such as the ICT and Digital
Security Acts (DSA) fostered fear and self-censorship, yet
also galvanized youth to adopt tactics grounded in anonymity,
humor, and strategic ambiguity [107, 114].

2.3.2 Surveillance as Panoptic Discipline — Networked
Control — Lateral Monitoring

The scholarship on surveillance can be broadly categorized
into three phases [44]. While the first phase mostly de-
scribes physical and spatial attributes, characterized by Ben-
tham’s panopticism and Foucault’s notion of self-discipline
[19,43,123], the second phase proposes infrastructural and
networked theories of surveillance that rely on digital tech-
nologies. This post-panoptic surveillance literature is rooted
in Deleuze’s seminal work [37], which argues a shift from
Foucault’s “disciplinary societies” to “societies of control”
that track individuals via data. Haggerty and Ericson draw in-
spiration from this idea to propose the concept of “surveillant
assemblage” that views surveillance as a convergence of for-
merly discrete monitoring and tracking mechanisms, resulting
in a “data double” of an individual [49]. Zuboff proposes a
different framework based on surveillance capitalism that is
driven by profit-making incentives [125]. Our work is situ-
ated within the third phase of surveillance literature, which
is characterized not so much by novel theories, but rather by
adoption of prior theories in specific contexts [44]. In particu-
lar, we adopt Andrejevic’s concept of lateral surveillance in
the context of July 2024 Movement in Bangladesh [9, 10].

Lateral surveillance highlights how peer monitoring de-
velops among social equals and within everyday relations,
such as friends and family [9, 10]. The concept of lateral or
horizontal surveillance has been investigated in various con-
texts, including corporate environments [ 18], factories [45],
hospitals [89], monasteries [64], concentration camps [70],
and prisons [59]. Still, this framework offers only limited
insight into the pressures circulating through tightly bound
intimate networks, where compliance emerges from obliga-
tion, dependency, and shared histories [26,71,81,93]. As the
existing scholarship tends to focus on vertical oversight by
authorities or broad peer-level monitoring, the microdynam-
ics of surveillance embedded in intimate relations remain
underexamined [21, 118].

Andrejevic points out that monitoring now goes hand-in-
hand with interactive technology, enabling continuous mon-
itoring of individuals and storage of this information in
machine-readable formats [11, 121]. This marks a shift from
the disciplinary model, where traditional surveillance relies
on awareness to enforce behavior, automated models cap-
ture “undisciplined activity” to categorize and anticipate ac-
tions [12]. Scott adds an administrative layer, explaining how
states make populations legible through registries, IDs, and bu-

reaucratic tools [103]. Such infrastructures generate archives
and traces for later scrutiny of the watchers [83,109]. Together,
these perspectives illustrate why digital repression often relies
less on constant policing than on uncertainty, self-censorship,
and expanding systems that classify and document citizens.

However, these institutional frameworks only capture part
of the picture. While Foucault’s analysis is rooted in European
institutions, it pays less attention to how surveillance operates
in contexts shaped by colonial legacies and ongoing struc-
tural inequalities [111, 112]. In many Global South settings,
power is shaped by different histories [77], uneven infrastruc-
tures [80], and strongly collective social arrangements [82].
Monitoring is often facilitated by dense networks of kinship,
obligation, and shared responsibility [39], as well as shared
digital practices that make personal information continuously
visible to co-users and family members [4, 67, 85]. This con-
trasts with patterns more common in Global North contexts,
where social life tends to be more individualistic [117], and
where surveillance is imagined primarily as an institutional
or technological process rather than a relational one [76].
However, instances of social surveillance were recorded in
Australia during the COVID-19 pandemic [13]. Despite these
findings, a significant gap remains. Therefore, recognizing
this gap helps adjust classic theories so they better reflect the
intimate, historically layered forms of surveillance shaping
everyday activism in places like Bangladesh.

3 Methodology

In this study, we focused on how social media became a site
of surveillance and censorship during the July 2024 protest in
Bangladesh, and how participants developed creative strate-
gies of digital resilience to navigate blackouts, monitoring,
and risks embedded in their everyday social ties. We con-
ducted our study over a six-month period, from February
2025 to July 2025. A total of 23 participants (14 males and 9
females), aged between 18 and 55 years, were recruited for
the study. Our participants came from various professions,
including students, university faculty members, social media
page administrators, sociologists, and anthropologists. For the
student participants, we recruited individuals from diverse in-
stitutions in Dhaka based on their involvement in the uprising.
The demographic information of the participants is provided
in Appendix B.

3.1 Participant Recruitment and Interview
Procedure

Given the politically sensitive and context-specific nature
of the July 2024 Movement, we adopted a purposive sam-
pling strategy [28,42,116], supplemented by convenience and
snowball approaches. We began recruitment with friends and
colleagues who were vocal and active on social media during
the protests, then expanded outreach through social media



platforms. To widen participation, we circulated a Google
Form describing the study, which allowed interested individ-
uals to sign up. When recruiting the participants, we also
considered the relevance of their experiences to our research
focus on social media, surveillance, and resilience. We re-
cruited and interviewed participants until our data reached
thematic saturation, where no substantively new themes were
emerging from additional interviews.

For data collection, we conducted one group discussion
with two participants (15 and 16) who had co-developed a
platform during the protest and preferred to be interviewed
together. All other interviews were conducted individually, ei-
ther online (via Google Meet, WhatsApp, or traditional phone
calls) or offline at the university campus of one of the authors,
depending on participants’ availability and preference. Three
of the authors were involved in conducting the interviews. All
interviews were conducted in a semi-structured format. The
interview guide is provided as supplementary material.

All interviews were conducted in Bengali, participants’ pri-
mary language. We obtained both verbal and written con-
sent, clearly explaining the study’s purpose and ensuring
anonymity. For online interviews, consent was collected
through a Google Form. Participants were informed that they
could withdraw at any point, skip questions, and that their
responses would remain confidential. All participants agreed
to be recorded, with recordings stored securely on a univer-
sity computer accessible only to the authors. We also clarified
who would have access to transcripts and assured that all data
would be permanently deleted after study completion.

3.2 Data Analysis

For data analysis, three authors who are native Bengali speak-
ers manually transcribed and translated the interviews without
the use of automated tools. This approach enabled careful
interpretation of local expressions, tone, and politically sit-
uated meaning. Analysis began concurrently with data col-
lection, following an iterative and grounded process that in-
formed subsequent interviews [46]. We conducted inductive
thematic analysis [24, 34], allowing analytic categories to
emerge from participants’ accounts rather than relying on
predefined themes.

Three members of the research team independently coded
each transcript using open coding. Coding agreement was es-
tablished through a series of regular team meetings in which
authors compared interpretations, discussed differences, and
refined analytic decisions through collective deliberation.
Rather than enforcing a fixed or predefined codebook, the
coding schema evolved throughout analysis and was docu-
mented internally through shared analytic notes to support
consistency across transcripts.

Due to the highly sensitive and politically charged nature
of the data, and explicit commitments made to participants
regarding confidentiality and non-disclosure, analytic arti-

facts such as detailed coding schemas or transcripts cannot
be publicly released. After completing coding, the research
team collaboratively clustered related codes into higher-level
themes, which are reported in the following section.

4 Findings

Our findings reveal how surveillance — both state and non-
state — took place during the July 2024 Quota Reform Move-
ment in Bangladesh. The state actors broadly fall into two
categories: (1) law enforcement agencies, including police,
immigration inspectors, and prison administrators, (2) cyber
administration authorities, particularly government agencies
responsible for Internet blackout and deep packet inspection.
The non-state actors include private internet service providers
and pro-regime wings, as well as kin members who impose
surveillance out of fear and safety concerns.

We begin with two extended vignettes that capture the lived
experiences of surveillance and resilience, then turn to broader
patterns across participants’ accounts.

Vignette 1: Living Under the Shadow of Repres-
sive Laws

Surveillance in Bangladesh is sustained not only by techno-
logical systems but by an atmosphere of fear and legality that
infiltrates everyday life.

“Take the 2018 movement, for example — the first re-
volt came from kids whose friends had been killed.
From then on, the state began tracking people who
liked or shared certain posts. Those people were de-
tained or attacked. [...] Bangladesh’s political battle-
field existed mostly inside Facebook. You couldn’t
speak on mainstream media. You couldn’t orga-
nize a gathering without getting beaten up. [...]
One law after another came to suppress any critical
voice. And the worst part? Citizens were turned
against each other. How? Look at how many cases
were filed under ICT laws—people using the law
to frame one another. These laws became a tool for
mutual harassment between citizens. [...] In 2018,
the Digital Security Act arrived, while the earlier
ICT laws were still active. [...] Even between 2023
and 2024, many of us protested against the DSA.
What happened? The law got rebranded, not re-
pealed. [...] And even now, there’s no public dis-
course on the surveillance tools the government
uses.” [Participant 6]

This account illustrates how ICT and DSA laws' enabled
citizens to report, target, or intimidate one another, blur-
ring the boundary between state-enforced control and peer-

IFor the details of the relevant legal provisions, see Appendix A.



enforced policing. As the wording of the act shows, it has
been intentionally made broad, and words such as “obscene”,
“deteriorate law and order”, and “prejudice the image” are
open to subjective interpretations, which could be used by
pro-regime individuals and entities to initiate legal action and
suppress the protesters. These non-transparent legal mecha-
nisms and shifting regulations create persistent uncertainty,
compelling activists to navigate scrutiny from both authorities
and their own social circles.

Vignette 2: Crafting Resistance Through Offline
Networks

Facing a nationwide internet blackout and pervasive surveil-
lance, some participants turned to technical improvisation,
engineering an offline, encrypted platform to sustain commu-
nication.

“When the internet was off, we first tried to use text
messaging via phone network, but we were sure
that all our messages were going through DPI’,
which was an open secret in Bangladesh, so we
tried to make a platform to chat. [...] We knew that
all the routers in Bangladesh are connected through
BDIX’, so if we made a platform on our personal
desktop and made the IP live, everyone could use
it. But the problem was safety, so we took some
measures. First, we implemented a dual room sys-
tem. The public room was for general conversation;
sensitive discussions were prohibited there. Private
chat rooms had their own room ID and password;
only people with the credentials could join, and
even we, the admins, could not enter without them.
Secondly, we made the system anonymous; people
could take a pseudonym and start chatting without
using their IP address, phone number, or email. [...]
We also introduced a panic button — if the chat
room was compromised, pressing it would immedi-
ately destroy everything. All texts are automatically
deleted after a certain period. We also ensured that
our messages weren’t going through government
gateways monitored by DPI, since encrypted pack-
ets could trigger them.” [Participant 15]

This vignette highlights how activists built their own se-
cure communication systems rather than relying on existing
platforms. Their approach embedded features like panic dele-
tion, pseudonymity, and locally hosted networks to avoid state
monitoring—demonstrating how surveillance shaped not only
what tools they used but how they engineered them.

2Deep packet inspection, a method of analyzing internet traffic that can
enable monitoring, filtering, or blocking of communications [90].
3BDIX refers to Bangladesh Internet Exchange Point.

4.1 Censorship During the Uprising

Our study revealed a surge in social media censorship and a
systematic crackdown on online expression during the upris-
ing. Pro-regime forces actively sought to silence dissenting
voices, using both intimidation and legal instruments. Partic-
ipants described how these mechanisms directly disrupted
their lives. One participant was arrested by security forces,
his phone was confiscated and searched under the accusation
that he had been organizing the protests. Without any formal
investigation, he was sent to prison. After his release on bail
in early August, his phone was never returned to him. His ex-
perience reflects a broader pattern across our data: uncertainty
about what might be examined, how it might be interpreted,
and how it could later be weaponized against them led many
activists to adopt heightened caution and self-censorship.

“I was arrested in the later part of the movement af-
ter the blackout. [...] The cybercrime team took our
phones. They checked everything—my gallery, per-
sonal texts on Messenger, WhatsApp, everything.
[...] After checking the texts, they told me, ‘So, you
are the leader, right?” And then they sent me to
prison. I was in prison till the movement ended. My
phone was confiscated, and I could not find it yet.”
[Participant 13]

The participant further shared that censorship continued
inside the prison walls. Prisoners were denied regular com-
munication with their families and had little access to out-
side information. Even the newspapers they received were
censored—pages torn out or sections deliberately removed.
These practices reveal how censorship extended beyond digi-
tal spaces into the realm of incarceration, severing detainees
from both personal and national realities. By withholding
information and circulating edited newspapers, authorities
created a tightly controlled informational vacuum that deep-
ened uncertainty and reinforced fear among prisoners.

“Inside the prison, we were not allowed to contact
our families. [...] The newspapers we were provided
were censored; there were pages missing or parts
of pages removed. [...] We were totally uninformed
and were censored from the information about the
period.” [Participant 13]

Censorship was not confined to prisons or protest sites;
participants who attempted to leave Bangladesh during the
blackout also encountered state scrutiny. One participant re-
counted how, in the final days of the internet shutdown, he
tried to travel abroad to protect his freelance work but was
stopped at the airport. Immigration officers interrogated him
and confiscated his phone for inspection.

“I was trying to leave Bangladesh on the final days
of the blackout [..]. An airport officer called me
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to the desk, asked where I studied, and immedi-
ately asked for my phone and told me to unlock
it. He took the phone and searched everywhere for
evidence that was on my phone — my gallery, my
personal photos, and everything.” [Participant 16]

The censorship and crackdown on social media activists
was expanded to residential homes, and also by IP blocking
in some cases. One of our participants, who was part of a
team that created an end-to-end encrypted platform using
a mesh network to communicate during the internet black-
out, informed us that he had been totally blacked out by the
regime as his IP address was totally blocked by the gateway
controllers.

“After the internet blackout, our chat platform
gained massive popularity—we were handling 300+
signups per hour. The IP we used was my home con-
nection. [...] A whistleblower warned us: ‘Your IP
is being watched; BTRC has ordered a crackdown.
That night, my internet was gone while my friends’
and neighbors’ connections worked fine. I realized
I had been compromised. The authority had shut
down my IP, and the platform was also gone. I was
terrified, checking from my balcony if someone was
coming for me. I couldn’t relaunch the platform and
had to use a shared IP for the rest of the movement,
as I believe I was tracked.” [Participant 15]

Beyond IP blocking, we have found that many of our par-
ticipants had their homes raided by law enforcement agencies
during the movement because of their involvement in the
movement, both physically and virtually. One of our partici-
pants was an admin of a large Facebook page in Bangladesh;
his page had more than 50,000 followers, and he was also a
moderator of a large Facebook group helping the protesters.
He claimed that his house was raided twice during the protest,
and he had to live on the rooftop of his house during the
protest.

“I was the admin of a page with massive influence
during the movement. [..] During the blackout, two
moderators of the groups were arrested, so I was
pretty sure they were coming after me. And it hap-
pened, law enforcement agencies tried to raid my
house twice. On the first day, late at night, they
knocked on the main gate of my building and asked
if any students lived there. [..] My apartment mate
and I hid our laptops under the false roof of our
washroom and went to our rooftop. [..] We spent
the rest of the blackout days on the rooftop. We
were drenched in rain, and we hid ourselves from
the drones. The law enforcement agency tried to
raid again, but we were luckily saved.” [Participant
18]

His account reveals how state surveillance blurred the
boundary between the digital and the domestic. The home,
typically imagined as a private refuge, became an extension
of the protest field, a place of fear and concealment. Acts
as simple as hiding a laptop or changing location became
strategies of survival in an atmosphere where visibility itself
was incriminating. However, this climate of fear extended far
beyond prominent activists and social media organizers. Or-
dinary citizens who had merely expressed support online also
faced scrutiny and pressure. One participant shared how her
home was raided, prompting her parents to fear further reper-
cussions. Their anxiety led them to monitor their own online
behavior, turning familial care into a form of self-policing.

“My home was raided late at night. [.. ..] I was
the only university student in our building; all the
others were school-goers. So, of course, I was the
target. After this incident, my parents were scared,
and they told me to back off and delete everything
I posted. But I still posted on social media, I posted
and deleted after 1-2 hours, before my parents found
out. My father also checked my phone during that
time to see if I had posted anything on social media.”
[Participant 10]

Her experience underscores how censorship and surveil-
lance permeate domestic relationships, reshaping the dynam-
ics of trust and protection within families. Fear circulated as
an emotional contagion, compelling individuals to regulate
not only their own actions but also those of their loved ones.
In this way, state-imposed control was reproduced through in-
timate spaces, transforming the household into another layer
of the surveillance network. The same pattern appeared in the
experiences of other participants who were not visibly active
online but supported the movement in indirect ways. One
participant, who had merely helped students with logistics,
discovered that law enforcement agencies had attempted to
trace him through university records. His account reveals how
surveillance extended beyond social media into institutional
infrastructures, where digital traces and administrative data
could be mobilized to locate and intimidate individuals.

“So, I provided logistics to the protesters during the
movement. [..] I was not active on social media or
anywhere. Now, during the blackout, as far as my
knowledge goes, law enforcement agencies tried
to find me. Fortunately, my home address changed
a few months ago from the one provided on my
university database. So, they searched my previous
apartment. I guess VPN also saved me, as my IP
was not leaked.” [Participant 8]

Beyond direct actions by law enforcement, participants
described how pro-regime political wings played an active
role in intimidation—harassing protesters both physically



and verbally. The enforcement of censorship thus extended
beyond official institutions to the social fabric itself, as peer
networks and political affiliates became enforcers of silence.
One participant recounted being beaten by members of a
student wing after live-streaming the protest on Facebook. His
testimony highlights how online visibility can immediately
translate into physical vulnerability.

“During the movement, I was on spot. I turned on
a livestream on Facebook to show people the situa-
tion at our campus. After hours, my cousin, who is a
member of the pro-regime wing, called me to delete
the live stream or else I would be in trouble. Later
that day, when I was going home, I was stopped by
some pro-regime members, and they told me, ‘He
has been posting on Facebook about the protest,’
and they beat me on the street and left me there. [...]
Later, my cousin called me and told me, ‘You have
to stop posting, alright? See, you have a younger
sister; if something bad happens to her, you are go-
ing to be liable because I warned you.”” [Participant
4]

His experience illustrates how censorship blurred the
boundary between political coercion and social obligation,
where threats were delivered not only by strangers but also
by kin. Familial ties became channels of intimidation, demon-
strating how surveillance and discipline were woven into
personal relationships and moral hierarchies. Threats over
text and social media were also common among participants.
Many received messages through Facebook Messenger or
WhatsApp from anonymous accounts, often in multiple lan-
guages.

“I got threats in my inbox—some even in Hindi,
like stating ‘I will take care of you.” A lot of them—
threats in both Hindi and Bengali. I checked their
profiles—no clue who they were, not in my friend
list either. Maybe just because I was writing on
Facebook during that time.” [Participant 6]

Such messages reveal how digital harassment functioned as
an extension of censorship, with coordinated groups intimidat-
ing targets and creating a sense of constant surveillance, where
danger could emerge from any direction. The anonymity of
these threats amplified their power, reinforcing a collective
sense that online spaces were no longer safe for dissent.

Finally, several participants reported targeted network dis-
ruptions that went beyond the general internet blackout widely
covered in the media. They noticed that specific protest
hotspots—particularly university campuses—experienced lo-
calized disconnection, while neighboring areas remained on-
line. These accounts suggest the use of network jammers or
selective throttling as tools of control.

This pattern of targeted disconnection further illustrates
the nature of censorship during the uprising: from physical

violence and social pressure to infrastructural manipulation.
The result was a layered ecosystem of control that constrained
not only what people could say but also where, when, and
how they could connect.

4.2 Digital Resilience to Mitigate Censorship

While the uprising was marked by widespread censorship
and state-imposed blackouts, participants also revealed how
ordinary citizens developed strategies of digital resilience to
sustain communication and coordination. Amid surveillance
and fear, they experimented with creative methods to protect
themselves and their networks. Participants described how
they repurposed everyday tools to circumvent control—using
coded language, subtle hashtags, and layered privacy mea-
sures to share information. Some groups manually encrypted
messages, while others relied on secure communication apps
such as Signal or offline encryption software. Knowing that
conventional platforms were monitored, they turned to cryp-
tography and social ciphering—collective ways of concealing
meaning—to maintain trust and operational safety.

One participant noted that Signal became a crucial medium
for both coordination among protesters and emotional reas-
surance within activist networks, illustrating how encrypted
communication tools served not just technical but also social
resilience. Through these adaptive practices, citizens trans-
formed surveillance infrastructures into sites of ingenuity,
revealing that resilience under repression is not merely tech-
nological but profoundly relational.

“Before the internet went down, we made a Signal
group chat and also shared an AES-256 encryption
key with our friends. We used this AES-256 encryp-
tion on our phones through an app. We encrypted
our sensitive messages and sent them via traditional
messaging during the internet blackout. This way,
our messages were safe, and they were not exposed
to any surveillance.” [Participant 8]

“In our department, all our colleagues were in a
Signal group, where we would talk about our cur-
rent situation and next plan. I was not aware of this
app initially, then I came to know that this app was
secure and encrypted, so we all used it to commu-
nicate.” [Participant 3]

The same pattern of adaptation resonated among other
participants, some of whom relied on privacy-oriented mes-
saging apps for coordination. Many expressed a deep mistrust
of mainstream messaging platforms such as Messenger or
WhatsApp, fearing they were being monitored.

*“ First, many of us had to use VPNs because the
usual communication protocols were jammed. We
couldn’t make international calls. My sister was



sick and in Bangkok with her husband—I couldn’t
reach them. Even for regular, non-political conver-
sations, I didn’t feel safe. So I shifted to Signal. I
couldn’t trust WhatsApp or Messenger anymore.”
[Participant 6]

Participants managing social media pages also described
taking precautionary measures to ensure continuity despite
the risk of arrest. They shared credentials with trusted allies
or transferred administrative control to collaborators outside
Bangladesh, allowing the movement’s digital presence to per-
sist even if local admins were detained. These practices illus-
trate how digital resilience extended beyond tools to strategies
of collective safeguarding—where trust, delegation, and tech-
nical improvisation worked together to counter censorship
and preserve the flow of information.

“When we realized that we were being targeted, two
of our group admins got arrested, and I thought of
backup plans. First, I left the admin panel, which
was my personal ID, then I made my page the admin
of the group, as the page owner cannot be seen on
Facebook. Also, I thought that if I get arrested, my
page cannot be used to share information, so I made
a friend of mine the admin of the page, who was in
Japan [..] so the page can be operated from overseas”
[Participant 11]

Beyond transferring admin roles, some participants also
shared their account credentials and designated fallback oper-
ators to keep their pages active in case of arrest or disconnec-
tion. While they recognized that credential sharing posed a
serious security risk, they viewed the uninterrupted flow of
information as a higher priority. This trade-off reflects how,
under conditions of repression, security and resistance often
exist in tension—where collective continuity becomes more
valuable than individual digital safety.

“When people were getting arrested for posting on
social media, I actually shared my Facebook cre-
dentials with a friend of mine. It was told that if I
get arrested, he will take the lead and maintain the
page.” [Participant 14]

Participants also described a range of basic mitigation tech-
niques to obscure their digital traces. They deleted sensitive
messages and then filled chat histories with random text to
make their inboxes appear ordinary. Others used burner email
accounts, created “second spaces” on their phones to hide
apps, or maintained multiple social media profiles for differ-
ent purposes. These small, improvised acts reveal how digital
resistance relied on mundane creativity, using everyday ad-
justments to balance caution, concealment, and the need to
stay connected.

“I used to use WhatsApp for our communication.
But I used to unsend all the messages for both of
us after a conversation. Then we would both delete
all the ‘Message is deleted’ placeholder texts from
both sides. After that, we used to send normal texts
like ‘How are you? How is the family, etc., so that
my inbox does not look suspiciously empty.” [Par-
ticipant 10]

One participant highlighted how sharing information with
international media required stronger anonymity. By using
burner mail accounts and VPN, they avoided traceability while
transmitting protest evidence.

“During the protest, many of us believed that we
should pass the information from Bangladesh to
international media, and the only way to do that was
to use e-mails. Now, if I use my institutional mail or
personal mail, I can be tracked. So, I opened some
burner emails on Gmail. I used to collect some data
every day and send it to some international media
newspapers. I also used VPN while sending them.”
[Participant 9]

Several participants described using the second space fea-
ture on their smartphones as a strategy to compartmentalize
risk. In one space, they stored personal materials and evi-
dence related to the protests; in the other, they maintained
a “clean” profile containing only ordinary personal contents.
They logged into social media through secondary accounts,
filled galleries with benign photos, and even set up separate
authentication methods to prevent accidental exposure. This
dual-space tactic illustrates how participants transformed ev-
eryday smartphone features into tools of digital disguise, cre-
ating layered identities to navigate constant surveillance.

“[..] I was interrogated during immigration. As men-
tioned before, my phone was confiscated, and they
asked me to unlock it. I had dual space set up on
my phone, and I know I cannot swap users in front
of them, so I took a dual authentication method. If I
use my right thumb, I will log into my actual space,
and if I use my left thumb, I will log into my clean
state.” [Participant 16]

Some participants described additional safety measures
to minimize the risk of being searched or having their de-
vices confiscated. Before going outside, they backed up their
data on laptops and wiped their phones completely to remove
any trace of political activity. Others switched to basic fea-
ture phones when leaving home, reducing the likelihood of
scrutiny or data extraction. These precautionary practices
demonstrate how resilience often requires strategic downgrad-
ing—sacrificing digital convenience for the sake of personal
security.



Several participants also described storing backups of sen-
sitive data on physical devices such as SD cards or external
hard drives, which they then hid to prevent seizure. This prac-
tice reflected a broader distrust of cloud-based storage, which
many believed could be easily monitored or accessed by au-
thorities. By turning to physical storage, participants asserted
a form of offline security, reclaiming control over their data
in a context where digital infrastructures had become sites of
surveillance.

“I switched to a button phone whenever I went out-
side. I don’t trust any device connected to the inter-
net. So I took a feature phone with me. No smart-
phone.” [Participant 6]

“After every day I went outside, in the protest, I
would take pictures or record videos. But, I never
kept them in my phone, or I could not trust the
cloud platforms, if my phone is checked, they can
be checked too. So, I stored all my data in an SD
card and hid it in a torn fabric of my backpack.”
[Participant 17]

Participants also described how they circumvented censor-
ship by manipulating hashtags and humor to disguise political
content. Posts were crafted to appear pro-regime on the sur-
face but carried critical or satirical undertones that spread
opposition messages undetected. This strategic ambiguity al-
lowed users to make banned hashtags trend while maintaining
plausible deniability.

“I really found this thing pretty amusing, how peo-
ple manipulated the hashtags. There was a hashtag
popular at that moment, ‘#Step_down’, which was
totally against the regime. But people would frame
the hashtag in their post in a totally different way,
like they would post ‘Please do not use the hash-
tag #Step_down, this # Step_down is so inhumane,
why would you use #Step_down’, [..] This way, in
a single post, people would use the hashtag like
10-20 times without getting noticed.” [Participant
9]

These creative acts show how humor functioned not just as
entertainment but as a security layer— ‘linguistic camouflage’
that blended irony, satire, and political critique. By embed-
ding truth in memes and playful language, protesters circu-
lated information that felt harmless yet remained powerfully
subversive.

Alongside these tactics, freelancers and digital workers
developed pragmatic strategies to maintain connectivity and
livelihood. Some chose to temporarily relocate abroad dur-
ing the blackout to sustain communication with international
clients and prevent financial losses.

“If you look at that time, protesters used memes
really effectively for digital activism. Even if they
wrapped the truth in humor, the memes still spoke
the truth. It helped them to spread information and
truth.” [Participant 6]

“The blackout was for 10 days, so my friend told me
that if I wanted to make my company survive, I had
to leave Bangladesh and go to a neighboring coun-
try and work from there. It was true, I had already
lost some clients because of being disconnected,
and I could not take more risks. I felt bad though!”
[Participant 16]

These accounts illustrate that digital resilience was not con-
fined to political activism alone. For many, it extended to the
economic sphere—where maintaining connectivity became a
matter of survival, and migration itself emerged as a form of
resistance against infrastructural repression.

4.3 Loss of Data Due to Surveillance and Fear

Participants frequently reported losing valuable data while
attempting to protect themselves from surveillance. In their
efforts to stay safe—backing up devices, deleting content,
and wiping phones before leaving home—many accidentally
erased important files, photos, and messages. The constant
cycle of cleaning and concealment left little room for or-
ganized archiving, and fear often outweighed preservation.
These losses reflect how censorship and surveillance not only
restricted communication but also fragmented personal and
collective memory, erasing traces of protest that might other-
wise have served as evidence, history, or solidarity.

“As I shared, I took a total backup of everything I
had in my phone or PC to an SD Card and hid the
SD card, and the time was messy. I had to move
and change my location multiple times. In between
all these, I forgot the exact place where I hid my
SD Card last. I haven’t found my SD Card yet, it
had all the pictures and videos that I took during
the protest.” [Participant 17]

This experience was echoed by another participant who
had systematically collected social media data as evidence
of the protests. During the movement, he managed to back
up some files from his phone to a flash drive, but after the
protests ended, much of what he had gathered was missing.
His account highlights how the fear of surveillance, rapid data
deletion, and the constant need for concealment often led to
unintended erasure, a loss not only of personal archives but
of the collective record of resistance itself.

“During the protest days, I used to collect photos
and videos from Facebook and other social media



[..]. T used to keep all backups on my pendrive. I
had folders named as dates like ‘17th July’. After
the protest was over, I found out that while taking
backups, I lost many things; there were many dates
missing. [ will say, this happened because I was
scared, I might have deleted it sometimes without
backing up.” [Participant 9]

One participant, who was arrested during the movement,
used to keep secret folders on his phone. These secret folders
contained all his data during the protest — how they planned to
make the protest move forward, their research on the regime,
and many other things. He lost his phone and could not find
it yet, which led to severe data loss.

“After the protest ended, we were bailed from prison.
Now, my phone, which was taken away from me,
had all the things I had done and collected during
the protest. [..] It had a secret folder, which was
locked, containing plans of the protest, texts, and
notes.[..] I could not find the phone again! [..] So, I
got nothing now.” [Participant 13]

Another participant, the founder of the communication plat-
form used during the blackout, also reported significant data
loss after discovering that his IP address had been tracked and
taken down by the service provider. Fearing further compro-
mise, he not only deleted his files but also ensured that they
could not be recovered through forensic tools. His actions
reflect an extreme form of defensive deletion, where the in-
stinct for self-protection trumps the desire to preserve digital
evidence. This tension between safety and documentation
illustrates how surveillance pressure compels individuals to
erase traces of their own participation, producing both tech-
nological and historical loss.

“When my IP was taken down, I was scared. And be-
ing scared, I formatted the hard disk that contained
all the data of our platform [..]. I was so afraid that I
just did not delete the hard disk, but also overwrote
it multiple times using big game files that I had. I
made sure that it cannot be recovered. Now, I under-
stand that I lost many important statistics and data,
which cannot be recovered anyhow.” [Participant
15]

These accounts demonstrate that surveillance during the
July 2024 Quota Reform Movement was not confined to state
authorities, but was also diffused across laws, infrastructures,
and social relations. Participants navigated a complex ter-
rain where family members, peers, and pro-regime actors
became enforcers of control, while censorship and fear re-
shaped the circulation of information. Yet alongside these
pressures, protesters demonstrated resilience through techni-
cal improvisation, tactical communication, and everyday acts

of resistance. These dynamics set the stage for our discussion,
where we interpret these findings through the lens of surveil-
lance theory and reconsider Bentham’s Panopticon in light of
a context where the watchers are everywhere.

5 Discussion

5.1 Rethinking Surveillance as Distributed As-
semblage

Our analysis reveals that surveillance during the July 2024
uprising was not experienced uniformly across social ties.
Instead, it emerged through various forms of relational obli-
gation, in which family members, peers, and surroundings
exerted pressure in different ways. Thus, local cultural em-
phasis on kinship and social ties further strengthened surveil-
lance by extending it beyond state mechanisms into these
intimate relations. However, the form, intensity, and costs of
non-compliance varied depending on the nature of the rela-
tional tie. Family-based monitoring often involved coercive
moral authority, whereas peer-based pressures took the form
of political alignment, reputational threat, or fear of retaliation.
Understanding these distinctions is central to conceptualizing
how surveillance becomes woven into everyday life.

Existing frameworks help partially explain these dynamics.
Bentham’s Panopticon [19] and Foucault’s notion of self-
discipline [43] emphasize vertical, institutional power. An-
drejevic’s lateral surveillance [9], by contrast, captures peer-
to-peer monitoring driven by curiosity, social comparison, or
voluntary engagement. However, our participants described
how local cultural norms and expectations underpinning var-
ious interpersonal relations exceeded these dynamics, such
as coercive demands from parents who inspected phones,
relatives who threatened consequences if live streams were
not deleted, and kin networks that enforced silence out of
fear of collective punishment. These were not instances of
curiosity-driven watching but of relationally obligated com-
pliance, where refusal risked punishment, shame, familial
conflict, reputational harm, or physical violence.

To capture these interactions, we examine lateral surveil-
lance through the lens of Global South movements, knowing
that lateral surveillance assumes voluntary monitoring among
peers situated on an equal plane, whereas our study fore-
grounds asymmetrical intimacy: relations where authority,
dependence, emotional obligation, and shared vulnerability
shape compliance. For example, family members can compel
phone access in ways that peers cannot, or a parent can require
the deletion of posts “for the family’s protection.” The use of
the word ‘can’ in these examples does not imply that these
practices are ethical or acceptable, but indicates that they are
socio-culturally normalized. Relatedly, prior work examining
surveillance in marginalized communities has shown how
multiple intersecting identities—including religion, ethnicity,
immigration status, and gender—create unique security and



privacy risks shaped by government surveillance, social ten-
sions, and targeted harassment [1, 15]. While they touched on
family and social observation of online dissent, we provide an
in-depth examination of how surveillance within close social
spheres is strengthened by sociocultural ties during political
crises, revealing new threat models for security system design.

To signal this relational layering, we highlight how lat-
eral surveillance within the movement operates through so-
cially stratified horizontal relations. While surveillance occurs
among non-state actors, it is shaped by sub-structural forces
(e.g., kinship, obligation, dependency, gendered expectations,
fear of collective punishment) that give certain actors coer-
cive power over others. As a result, lateral surveillance in
this context differs from generic peer monitoring, not through
vertical authority, but through unequal relations embedded
within ostensibly horizontal social ties. Rather than constitut-
ing a simple accumulation of watchers, this process reflects
a socially stratified field in which intimacy itself becomes a
vector of discipline.

In summary, our contribution clarifies how surveillance
manifests differently across family, kin, and peer relations,
and why these distinctions are important for understanding
how protesters internalize discipline, navigate risks, and enact
resilience in fragile contexts. This offers a sharper, relation-
ally grounded perspective on everyday surveillance, extending
existing work by foregrounding the obligatory nature of mon-
itoring embedded in intimate ties.

5.2 Strategies
Protesters

to Support Local At-risk

Our findings generate a few deeper implications about ac-
tivists’ abilities to stay digitally safe. From our findings, it
can be seen that many of our participants had a certain degree
of technical knowledge, such as familiarity with encryption,
knowledge of VPN, and the Signal app, among others. This
leads to an important research direction for future “surveil-
lance” researchers regarding the adoption and improvisation
of strategies for less tech-savvy activists. Prior research with
BLM protesters reveals that the most common pieces of ad-
vice given to novice protesters are less understood and even
more rarely followed [25]. This underscores the importance
of design and technological interventions to keep these vul-
nerable people safe.

As reported by our participants, some of them were arrested
or their houses got raided (P8, P10, P13, P18) during the
movement. This reveals the susceptibilities associated with
location tracking where Wi-Fi, Bluetooth, and GPS data from
the smartphone could leak the location of a participant to law
enforcement agencies. To mitigate this, a built-in “protester
mode” can be integrated within the smartphone that would in-
clude features like automatically disabling Wi-Fi, Bluetooth,
and location services, as well as automatically logging out of
all apps, and clearing cached data. Furthermore, this mode

could be configured to provide easy access to emergency con-
tacts or a pre-loaded legal guide from the local civil liberties
union.

However, the usable privacy and security community
should focus on developing design solutions to support local
activists, as smartphone manufacturers are often constrained
by market demands, primarily responding to the needs of first-
world users [36]. For example, as the US 5th Amendment
protects a domestic detainee from being compelled to give
their passcode [84], Android and iOS support the US users
by providing a quick way to disable biometric authentication
and force passcode authentication [56]. However, this design
offers no protection for countries like Bangladesh, where au-
thorities can force detainees to reveal their passcode. To help
local protesters manually sanitize their phones, innovative
design interventions are required.

As our data shows that device seizure is a common issue
(P10, P16, P17) during protests in Bangladesh, prior work
regarding “tiered” privacy in the context of domestic abuse
in Bangladesh can be applied in this regard [5]. Using this
model, a person can simultaneously create a “shared” account
and a “secret” account, which contains data they are willing
to share, and data they prefer to keep secret, respectively.
One of our participants reported a similar strategy where they
used their left thumb to log into their clean space and their
right thumb to log into the actual profile. This design can be
extended to support multiple passcodes, where each passcode
is a prefix of the master passcode. For example, if the master
passcode is “12345678”, the first prefix “1234” would load
the shared profile, the second prefix “123456” would load the
intermediate profile that displays Facebook, Messenger, and
Twitter, and only the master passcode would display all the
apps, including VPNs and Signal.

Beyond these, the strand of work in usable privacy and
security regarding defense against rubber hose attacks [23]—
extraction of cryptographic or authentication secrets from a
person by coercion or torture — can be applied to propose
design interventions that support local protesters. Another
important research direction could be exploring the adoption
of linguistic camouflage (Section 4.2) among the protesters.
Prior work on social steganography in Bangladesh demon-
strates that communities apply different ciphering techniques
to exchange information among peers in presence of out-
siders [51], which could be leveraged as well to facilitate the
exchange of sensitive and confidential information among the
protesters.

5.3 The Ambivalence of Online Visibility

Our results can be directly linked to recent privacy studies
conducted among marginalized communities in Bangladesh.
Online visibility — an essential component to advance the
goals of these communities — often enables their surveillance
by law enforcement or other civilians. For the sex workers



in Bangladesh, online visibility is important to reach out to
new clients; however, it also allows their “pseudo-husbands”
to monitor their activities, embedding surveillance into care
and dependence [101]. Similarly, while social media visibility
of the Indigenous youth from the Chittagong Hill Tracts in
Bangladesh helps them assimilate with the mainstream cul-
ture [98], it also subjects them to criticism from conservative
elder family members. In response, these vulnerable people
apply strategies such as maintaining dual profiles or adopt-
ing “linguistic camouflage” to manage their visibility to the
intended audience [98, 101]. Navigating this ambivalence of
online visibility has also been a major challenge for our partic-
ipants, as they reported disguising dissent within pro-regime
hashtags or posting content briefly before deleting it. These
accounts illustrate how resilience is not only technical but
also grounded in improvisation, secrecy, and humor. These
practices resonate with Scott’s hidden transcripts [53, 102]
and de Certeau’s tactics [30,52], where marginalized groups
disguise dissent and re-appropriate infrastructures.

As doxxing becomes increasingly common during social
or political movements [57, 68], this issue of visibility has
wider implications. When the protesters gain more visibility,
they become susceptible to doxxing as it becomes easier to
retrieve and publish their information with malicious intent.
The defensive strategies adopted by these marginalized popu-
lations in the Global South, therefore, offer valuable insights
for scholars globally. One common strategy adopted by the
regimes to reduce the online visibility of the protesters is
to order a nationwide internet blackout [48, 115]. Similar to
our case, the regime in Myanmar enforced an internet black-
out during the recent anti-military protests, which reveals the
need for designing better offline applications during these
turbulent times [48]. Our data provides in-depth accounts of
how resistance is crafted through offline networks during in-
ternet blackouts and paves the way for future researchers to
investigate this issue more deeply.

5.4 Lessons Learned

Researchers working in politically charged or censorship-
heavy contexts may find our sampling process informative.
We combined purposive sampling with snowball recruitment,
which allowed us to reach highly involved participants while
minimizing visibility and risk. In tightly bound contexts like
the July Uprising, the depth of findings is more significant —
a smaller, carefully targeted sample can offer a more accurate
window into the experiences of a specific activist group. In
contrast, collecting data from individuals who were not di-
rectly engaged in the movement would likely dilute, rather
than strengthen, the analytical value of the dataset.
Furthermore, when a mass movement results in the over-
throw of a regime — especially a long-standing one — the
country undergoes a period of instability, in which an interim
government usually steps in to restore law and order and make

essential reforms to facilitate the next general election [7].
The initial few weeks are generally characterized by tension,
unrest, and inundation of previously suppressed thoughts, and
we recommend waiting for a period of time until a degree
of stability is achieved before starting data collection. This
also allows the participants to overcome trauma and develop
a nuanced understanding of their own actions. In our case, the
interviews began six months after the event and ended before
its first anniversary — a timeline that seemed reasonable, given
the observed psychological states of the participants and their
ability to recall the incidents.

Finally, one co-author maintained a journal during the days
of the movement to record its key technological aspects, which
helped tremendously when preparing the questionnaire a few
months later. We note that civic responsibility comes first, and
it was prioritized over the record-keeping act by the co-author.

6 Limitations and Conclusion

This study, while offering deep insights into surveillance
and resistance during Bangladesh’s July 2024 Quota Reform
Movement, has limitations. Our 23 interviews, though rich,
cannot capture the full spectrum of experiences, especially
of those tangentially involved or neutral. Participants shared
accounts under political uncertainty, which may have shaped
their disclosures. Finally, the focus on Bangladesh limits
broad generalizability, though we have situated our findings
within wider Global South contexts.

Despite these boundaries, our research makes theoreti-
cal and practical contributions. We highlight how lateral
surveillance operates through kinship, peer, and everyday
relations—not only vertical, state-driven repression. This
foregrounds how infrastructures of fear and resilience are
co-constructed in daily life, where trust and coercion blur.
Our findings also demonstrate how resilience emerges
through technical improvisation and cultural adaptation: en-
crypted tools, dual-phone strategies, panic-deletion mecha-
nisms, satire, and coded speech. Resistance is sustained not
merely through advanced technologies but through creativity,
secrecy, and solidarity.

For design, these insights highlight urgent directions: sys-
tems supporting layered access control, rapid erasure, and
offline or mesh-based communication capable of withstand-
ing shutdowns. More broadly, our study underscores the need
for infrastructures attuned to relational as well as institutional
risks, especially where digital tools are both enablers of mo-
bilization and instruments of repression.

In conclusion, surveillance in the Global South is dis-
tributed across infrastructures, laws, and intimate relations.
Resilience is an ongoing negotiation blending technical inge-
nuity with cultural tactics—essential recognition for building
technologies that safeguard civil liberties in repressive con-
texts.



Ethical Considerations

Our research protocol was reviewed and approved by the
institutional review board of BRAC University.

Stakeholders and Their Exposure.

Study participants. The most directly affected stakeholders
are the 23 study participants (including protesters, organiz-
ers, faculty members, and social media administrators) who
discussed arrest, surveillance, device confiscation, and fear or
coercion in a politically sensitive context. Publication creates
residual risk that their practices could become more visible
to hostile actors even with anonymization. Participants who
built or administered protest-related infrastructure face greater
exposure than those who participated more peripherally. We
therefore report their accounts at a level of abstraction that pre-
serves analytical value while avoiding operational specifics,
as participant safety takes precedence over all other consider-
ations.

Broader activist and civil society community. Publishing re-
silience practices can improve threat-model understanding for
future activists and members of the civil society living under
intense surveillance.

Security researchers and the S&P community. Researchers,
platform designers, and the usable privacy and security com-
munity benefit from documentation of threat models involving
coercion through intimate social relations and resilience under
blackout conditions, both of which remain underexplored in
security and privacy research.

Process-Related Risks and Mitigations.

All recordings were stored on local university machines
without cloud backup, since cloud storage creates additional
access points that could expose sensitive data to third par-
ties. Data was manually transcribed and translated by native
Bengali-speaking co-authors without automated tools, pre-
serving contextual nuance while avoiding exposure to third-
party services. Interviews were conducted months after the
events, allowing participants more distance from immediate
instability and trauma. In accordance with local customs in
Bangladesh, in-person participants were offered light snacks
and tea [51,98]. We note that financial compensation is typi-
cally reserved for recruiting professional participants to dis-
cuss their occupational experiences [50, 101].

Why Conduct and Publish This Research?

The July 2024 uprising produced time-sensitive experi-
ences of surveillance and digital resilience that are important
for security and privacy research. Without careful documen-
tation, these experiences risk being flattened into generic ac-
counts of repression, obscuring how threats were also propa-
gated through family, peers, and politically aligned social ties.
We judged the research ethically justified because its value to
the research community and to future protective design can be
realized while keeping risk minimized through the safeguards

described above.

Positionality Statement. Five co-authors witnessed the July
2024 Quota Reform Movement firsthand, either as students,
faculty, or community members directly affected by the un-
folding events. None of us is affiliated with any political
party or organization, and we approached this study with a
commitment to independence and neutrality in documenting
participants’ experiences. At the same time, we recognize
that our values shape our research: as researchers and citi-
zens, we believe strongly in civil liberties and stand against
censorship, surveillance, and violence. This perspective in-
formed both our sensitivity in engaging with participants and
our responsibility to portray their narratives ethically, without
exaggeration or political bias.

Open Science

Following usable privacy and security transparency prac-
tices [65], we have made our methodology, anonymized par-
ticipant descriptions, consent form, and interview guidelines
publicly available at doi.org/10.5281/zenodo.20274807. Due
to IRB obligations and the sensitivity of interview data col-
lected from activists and organizers in a politically volatile
context, we are unable to release raw transcripts or identifiable
materials.

A Relevant Legal Provisions in Bangladesh

This appendix provides excerpts (in English translation) of the
legal provisions referenced in the main text. The translations
are based on publicly available summaries and secondary
sources [29, 38, 60].

A.1 Information and Communication Technol-
ogy Act, 2006 (Section 57)

Whoever intentionally publishes or transmits in
electronic form any material which is fake, obscene,
defamatory, or tends to deprave or corrupt its audi-
ence, or causes to deteriorate law and order, prej-
udice the image of the State or a person, or hurt
religious beliefs, shall be punished with imprison-
ment, fine, or both.

A.2 Digital Security Act, 2018 (Relevant Sec-
tions)

Section 25. Transmission or publication of false, offensive,
or threatening information via website or digital media that
can tarnish the image of the nation, or cause enmity, hatred,
or hostility.

Section 28. Publication or transmission of material that
hurts religious values or sentiments.
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Section 29. Publication or transmission of defamatory ma-

terial.

Section 31. Publication or transmission of material that
deteriorates law and order, prejudices communal harmony,
or creates hostility, hatred, or antagonism between different
classes or communities.

A3

Cyber Security Act, 2023

The Cyber Security Act replaced the Digital Security Act in
September 2023. Critics argue that it retains most of the re-
pressive provisions of the DSA, with minor changes in penal-

ties.

B Participant Demographic Table

Table 1: Participant Description

P# | Gender Profession
1 | Female Faculty Member
2 Male Faculty Member
3 Male Sociologist, Faculty Member
4 Male Student
5 | Female Student
6 Male Faculty Member, Anthropologist
7 | Female Student
8 Male Student
9 Male Student
10 | Female Student
11 Male Social Media Admin, Student
12 Male Associate Professor
13 Male Student
14 Male Student, Social Media Manager, Journalist
15 Male Student
16 Male Student
17 Male Student
18 Male Student
19 | Female Lecturer
20 | Female Adjunct Lecturer
22 | Female Adjunct Lecturer
21 | Female Student
23 | Female Teacher
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